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8-3 Information 
Security

implementing information security related systems to 
protect the interests of shareholders and customers. 

Information security is personally supervised by 
the president and overall information security 

trust of shareholders and customers.

for several decades, and are fully aware of the 

products, as well as the importance of advanced 

intellectual property rights protection. This is why 
we take information security very seriously, and 
have enhanced information security measures and 

security management system, while meeting 
international standards.

advance information security management. The 
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supervisors were appointed as committee members. They include the 

responsible for the planning, formulation, approval, and supervision of the 
information security policies, goals, and related regulations. In addition, the 

security management system to the board of directors. In addition, our four 

meetings and annual information security management review meetings to 

ISSC 

Information Security Div. 

Execution Team/
Information Security

 Secretaries 

Information Security 
System Operation 

Team 

Information 
Technology Div. 

 

All colleagues of NTC 

CISO 

Technical Support 
Team 
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Nanya's improvement measures for information security management

The OT (Facility) 
information security 
system established in 
2022 increases asset 
visibility and provides 
effective monitoring and 
management 
mechanisms.

In response to the frequent cycle security 
attacks in Taiwan and overseas, as well 
as the endless stream of attack methods 
used by hackers for sabotage and data 
leakage, such as social engineering, 
illegal invasion, or ransomware, we have 
no time to delay the development of 
hacking prevention strategories 
anddefense-in-depth plans.

The employment statement 
signed by the company 
employees upon hiring 
include the confidentiality 
obligations for during and 
after employment.

The Company has 
established the 
employee service 
guidons and 
confidentiality 
requirements in the 
"Employee Handbook" 
to provide employees 
with guidance for their 
conduct.

 

Where the Company 
discovens a violation of laws 
by current or reigned 
employees, such violation 
shall be prosecuted to the 
fullest extent of the law. Since 
the Company established the 
Information Security Section 
in July 2017, no employees 
who left the company were 
found in violation of the law.

In 2022, the Company 
once again passed the 
information security 
verification carried out 
every three years for 
ISO 27001, and the 
scope of verification 
was expanded to 100% 
coverage of all fabs.

An ISMS inspection of main downs 
tream contractors was carried out 
in 2022. Appropriate correctives 
and preventive measures were 
taken for potential non-confirming 
items to ensure that the supply 
chain meets theCompany's 
information security requirements.

The Company obtained 
ISO 27001 certification 
in 2019 and reached 
international standards 
for information security 
management, so it is 
capable of meeting 
customers 
requirements.

In response to risks of poaching by 
competitions which may causerisks of 
inAppropriate acquisition of the 
Company's confidential and sensitive 
business information, the Company has 
established the Information Security 
Section to take charge of planning, 
executing, auditing, and improving 
information security management

Nanya's main measures for information security management

Established physical security measures:
Access control, system login identity authentication, password 
control, access right control, and periodic vulnerability scanning. 

Strengthened endpoint security:
Installed anti-virus software, updated security patches, controlled 
USB access, and established a backup mechanism to strengthen 
system security and lower the risk of system vulnerabilities. 

Protection from the threat of external attacks:
Installed an information security system, web isolation, and file disarming 
mechanisms to prevent computer viruses or malware from affecting 
information system services or accessing confidential data, and also 
prevent the theft of confidential data through social engineering. 

Enhanced training to raise information security awareness:
We provide employees with annual information security education, 
training, social engineering exercises, and testing to raise their 
awareness of information security risks. 

Specialist cultivation:
We recruit and develop the expertise and interdisciplinary integration 
ability of IT personnel, who obtain international certifications to 
enhance their core competencies and broaden their expertise. 

Discuss information security incidents and methods used by hackers: 
Nanya Technology Corporation formally joined TWCERT/CC in 2022 to
more quickly learn about methods used by hackers and take preventive
and response measures in advance, so that we will be able to anticipate 
developments and trends in emerging information security threats. 

Complete third party penetration testing: 
Commission a third party to test the Company's information security 
for early discovery of system loopholes and vulnerabilities, so that 
improvements and corrections can be carried out. 

Establish an OT (Facility) information security system:
Increases asset visibility and provides effective monitoring and 
management mechanisms. 

Comprehensive defense-in-depth architecture: 
Formed by sensitive data encryption, endpoint protection, and network 
gateway protection, which are supported by network access control, 
document output management, and e-mail protection mechanisms. 
We also installed metal detectors for controlled information security 
products, so as to prevent external cyberattacks and internal leaks. 

Regulatory compliance:
Each year, we examine our information security measures and 
regulations, follow information security issues, and formulate 
response plans to ensure their appropriateness and effectiveness. 

The Company has always attached importance to information security and 
personal data protection. We protect customers' rights and interests and fulfill 
our responsibility to personal data protection. Access rights to personal data 
are separated and controlled, and encryption is used for transmission 
protection to prevent unauthorized data leakage. 

Supply chain security:
In addition to the Company, we have expanded our information 
security to the entire supply chain. Equipment must pass a security 
inspection when entering our factories before they may be used. 
We also signed an information security clause with vendors and 
their employees to prevent attacks through our supply chain. 
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As different departments have different information system structures, we have 

severity of the impact of each system on key operation procedures so as to 

Degree of severity and recovery cycle table

Degree 1
The suspension 
of operations of 
the system will 
suspend services 
provided with the 
primary functions.

Half a year

Degree 2

The suspension of 
operations of the 
system will suspend 
services provided 
with the secondary 
functions.

Two years

Degree 3

The suspension 
of operations of 
the system will 
not affect the 
services provided 
or the system can 
continue operations 
with other remedial 
measures to 
provide services.

No drills required

the rating of the systems they are responsible for operations and maintenance 

different server rooms in different buildings. All production information is provided 

event of major anomalies.

 Information Security Awareness Training and Results

resources in hopes of raising information security awareness and building a consensus among all employees. 

the table below for courses and number of hours in 2022

Information Security Awareness Training Courses Subjects Number of hours
 All employees

the link

All employees

All employees

Total

awareness, and all employees participated in the production of the information security promotion clip. 
Implementation results are as follows

Item Implementation results

encountering fraud.

participated over 120 times.

rules. 99.9% 
correctly
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Information security implementation results

information, and to protect the rights and interests of customers, shareholders, 
employees, and suppliers in 2022 are shown in the table below:

Implementation measures

related evaluation mechanisms.

Implementation results

Information security and monitoring
Implementation measures

dedicated personnel for monitoring.

Implementation results
conduct penetration testing and red team assessments.

Social engineering exercises
Implementation measures

so that all employees will take the drills seriously, and to raise their information security 
awareness.

Implementation results

Business continuity
Implementation measures

Implementation results

 Information Security Risk Protection

major information security incidents as well, see the table below for details.

Item Statistics
0 cases
0 cases

Number of information security violations involving customers' personal data 0 cases
Number of customers and employees affected by data leakage 0 cases

NT$0
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